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User Guide document serves as a detailing guide detailing the process of any systems.  This user guide 

is prepared for the MMSW system, especially for the Government Officers, covering modules in Release 

1 and Release 2. It's a guide that enables the officers to understand them with the necessary know-

how to operate the MMSW, ensuring a smooth and efficient operation of MMSW by the officers. This 

document is essential for the officers involved in the operation of the MMSW system, providing a clear 

understanding of how the systems will behave and operate. 
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1. GENERAL INFORMATION 

1.1 System Overview 

In maritime business, there are various formalities involved such as redundant administrative work and 

manual documents exchange.  The Maritime Single Window (MSW) concept enables all the entities 

involved in the maritime business process to input the data and information for all the stakeholders only 

once. In other words, MMSW is a single point of data entry for documentary requirements and 

procedures in maritime transport. Hence, it has significantly changed the process of information 

exchange between transport stakeholders, particularly in maritime transport and seaport business. 

Implementation of MSW as a single-entry point has the potential to harmonize and standardize the 

information exchange between commercial and administrative stakeholders and to provide fast, 

reliable, paperless, and efficient transactions.  

MMSW includes the process integration of all stakeholders in the entire seaport ecosystem in Malaysia. 

The primary goal of the MMSW is to eliminate data redundancy in a way that the entered data is instantly 

visible in other systems, according to the set level of authorization and authentication.  

The following diagram illustrates the system architecture of MMSW, the stakeholders for the MMSW, 

the supporting tools for MMSW and the touch points for the integration with other systems in maritime 

industry. 

 

Figure 1: MMSW Architecture Diagram 

The following table summarizes the functions of the modules, supporting tools, integration touch points 

and the stakeholders of MMSW. 
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1.1.1 MMSW Modules 

MMSW has a few modules developed with different functions.  The following table illustrates 

the modules for MMSW. 

Table 1: MMSW Modules and their Functions 

Module Description 

Administrator This module is for the administration of the MMSW such as 

system maintenance, user maintenance etc. 

User Registration This module is used to register new company, creating user 

credentials, creating company branches and users in for the 

branches. 

Ship Profile Registration This module is used to register new vessels, amending the 

current ship profile as well as deleting the vessel ID from 

MMSW.  

Ship Call Number (SCN) 

Generation 

This module is for the shipping agents to apply for the Ship 

Call Number (SCN) for their vessels. 

Ship Pre-Arrival Notice This module is for shipping agent to send the arrival notice to 

the Port Authority or Marine Department of Malaysia on their 

vessels that are about to arrive. 

Arrival Clearance Module This module is for the shipping agents to submit the regulatory 

Forms required by the Malaysia Maritime Law to the 

authorities during the arrival of their vessels.  The module will 

also be used by the Government Officers to access 

information on the vessels that are arriving at the port 

Departure Clearance 

Module 

This module is for the shipping agents to submit the regulatory 

Forms required by the Malaysia Maritime Law to the 

authorities for the departure of their vessels.  The module will 

also be used by the Government Officers to access 

information on the vessels that are departing from the port. 

BI Dashboard and 

Reporting 

High level information is available and can be viewed from this 

module.  The data can then be converted into reports. 

1.1.2  MMSW Stakeholders 

The stakeholders for MMSW are those from the Public as well as Private sectors.  The following 

table illustrates the Public and Private sectors. 

Table 2: The Stakeholders of MMSW 
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Sector Description 

Government Agencies These are the list of Government agencies involved in the port 

operations in Malaysia. 

1. Ministry of Transport 

2. Marine Department of Malaysia 

3. Port Operators 

a. Port Klang Authority 

b. Johor Port Authority 

c. Penang Ports Commission 

d. Kuantan Port Authority 

e. Kemaman Port Authority 

f. Melaka Port Authority 

g. Sabah Port Authority 

h. Kuching Port Authority 

i. Miri Port Authority 

j. Bintulu Port Authority 

k. Rajang Port Authority 

4. Government Agencies 

a. Royal Malaysia Customs Department 

b. Immigration Department of Malaysia 

c. Port Health Office 

d. Chemistry Department of Malaysia 

e. Royal Malaysian Police Department 

Private Sector These are main players under the MMSW that involved in the 

applications for SCN, PAN and those involve in the operation 

of the ports in Malaysia. 

1. Shipping Agents/Lines 

2. Port/Terminal operators 

3. Jetty operators 

1.1.3 Supporting Tools 

No system can run on its own without the tools or systems to support it operationally.  The 

following table illustrates the tools or the support systems to support MMSW. 

Table 3: MMSW Supporting Systems/Tools 
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Tools/Support System Description 

BI & Reporting This is the engine used by MMSW to display the dashboard 

and generating the reports. 

Call Centre This is the MMSW support team to support the daily operations 

of MMSW.  This center is available on 24x7 basis. 

Cloud Infrastructure This is the collection of hardware and software elements such 

as computing power, networking, storage, and others needed 

to run the MMSW. 

SLA Management The ongoing process of ensuring all provided services and 

processes are in alignment with the agreed-upon service level 

targets stipulated by the contract. 

Cloud Managed Services This is an application, service, or ecosystem in the cloud that 

a third-party organization manages.  Cloud managed services 

include IT tasks, such as engineering on demand, operations 

management, 24/7 help desk support and hosting and 

implementation. 

Security Managed 

Services 

A managed security service provider (MSSP) offers network 

security services to an organization.  As a third party, an MSSP 

can alleviate the strain on IT teams, as well as free up crucial 

time the organization needs to support and expand operations. 

1.1.4 Integration 

MMSW needs to integrate with other systems run either by the Government or private entities 

to share data pertaining to vessels’ information for their calling or departing to/from any ports in 

Malaysia.  The following table illustrates the touch points for the integration between MMSW 

and other systems. 

Table 4: Integration Touch Points of MMSW 

Systems Description 

MMDIS The Malaysia Marine Department Information System 

(MMDIS) is the system developed and run by Marine 

Department of Malaysia. 

Government Agencies These are Government agencies with the systems to be 

integrated with MMSW. 

Port Authorities There are certain Port Authorities in Malaysia with their 

backend system to support the operation of the ports.  
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Systems Description 

Examples of the backend system owned and run by the Port 

Authorities are PKNET (Port Klang Authority) and eGateway 

(Johor Port Authority) 

Port Operators Data from MMSW needs to be shared with the Port Operators 

or Terminal Operators for their operational needs and 

invoicing. 

National Single Windows 

Modules 

This is the system owned by the Government of Malaysia that 

offer services for the shipping agents to apply for the SCN.  

The integration between MMSW and NSW will enable of the 

data to be shared between these two systems. 

1.2 Project References 

This User Guide is prepared based on MMSW implementation guidelines. Requirement Gathering, 

discussion and walkthrough sessions with the stakeholders were used for the preparation of this 

document. 

1.3 Helpdesk/Points of Contact Information 

Should any user face some issue, query or trouble with regards to the usage of the MMSW, the user 

can get in touch with the personnel from the MMSW Support team from Dagang Net Technologies Sdn 

Bhd (DNT).    

The table below details out the contact number and email address to contact the contact center.  The 

contact center is available on 24x7 basis. 

Table 5: MMSW Support Contact Information 

 Point of Contact  Contact Number E-mail 

MMSW Support Careline Number 1300133133 mmsw_support@dagangnet.com  

MMSW Support WhatsApp 010-4475838 mmsw_support@dagangnet.com  

  

mailto:mmsw_support@dagangnet.com
mailto:mmsw_support@dagangnet.com
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2. ABOUT THIS DOCUMENT 

2.1 Objective  

The purpose of this document is to provide an overview of the MMSW system. It provides detailed 

instructions for day-to-day operational tasks to the government officers associated with the MMSW 

application. 

This document explains the various modules of the MMSW system and how to use the MMSW system. 

The main objective of this document is to introduce the MMSW application to various users and list all 

entities that can use the application.  

2.2 Scope 

This document explains the various modules of the MMSW system and how to use the MMSW system. 

2.3 Target Audience 

This document is meant for the officers of the Government agencies involved in the operations of 

vessels arriving to and departing from any ports in Malaysia. 

2.4 Organization of the Manual 

The different sections of the User Guide consist of the following: 

Table 6: Sections in the Users' Guide 

Sections Description 

Sections 1 These sections detail the general information like System Overview, Points of 

Contact Information/Help Desk, General information about the MMSW system, 

Information about the document. 

Section 2 This section is on the information of the document, the objectives, scope and the 

target audience. 

Section 3 This section details the user access level that can be set in MMSW. 

Section 4  This section guides the users on how to get started with MMSW, the application 

link to access, login, Forgot Password, Change Password and Logout 

procedures. 

Section 5 This section details the System Interface details of the application like the 

Header, Menu Bar and Work Area.  It also lists the Common buttons and icons 

used in the application. 
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Sections Description 

Section 6 This section details the Other Interface Elements in the application like Export to 

Excel, Sort functionality etc.  It also details the mandatory field conventions used 

in the application. 

Section 7 This section details the System menu (i.e. Modules and Sub Modules of the 

system) and Exiting the System. 

Section 8 This section guides the officers on the MMSW’s Ship Registration Module, 

including the approval sections needs to be performed by the officers. 

Section 9 This section guides the users on the MMSW’s Pre-Arrival Notification module, 

including the approval section by the Port Authority Officers or Marine 

Department officers. 

Section 10 This section guides the officer approval of the Arrival Clearance/FAL request 

sent by the shipping agents.  Apart from approving the request, the officers also 

have the privilege to reject or to instruct for the vessel to be physically inspected 

or quarantined.  The officers also have the authority to reject the request. 

Section 11 This section guides the officer on the approval of the Departure Clearance 

request sent by the shipping agents.  Apart from approving the request, the 

officers also have the privilege to reject the request. 

Section 12 This section consists of the list of the error messages available in MMSW and 

how the officers/users can solve the issues with regards to the errors. 
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3 SYSTEM SUMMARY 

3.1 User Access Levels 

Access to different modules and screens is provided only to the authorized users/respective 

stakeholders. 

Different Users of the system are as per the following table: 

Table 7: Users of the MMSW System 

No Stakeholders 

1  Ministry of Transport Officers 

2  Marine Department of Malaysia Officers 

3  Port Authority Officers 

4  Immigration Department of Malaysia Officers 

5  Royal Malaysian Customs Department’s Officers 

6  Port Health Officers 

7  Chemistry Department Officers 

8  Port Operator Officers 

9  Terminal Operator Officers 

10  Private Jetty Officers 

11  Shipping Agents 
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4 GETTING STARTED 

4.1 Log-in Procedure 

Registered stakeholders who already have their User ID and Password can login to MMSW as shown 

below: 

i. From the web browser, type the MMSW URL https://mmsw.gov.my and press the <ENTER> 

key. The MMSW login screen is displayed as shown in the figure below: 

 

Note: The supported web browser are Google Chrome, Microsoft Edge, Mozilla Firefox 

and Internet Explorer. 

 

 

Figure 2: MMSW Landing Page 

ii. The application supports two languages viz. English and Bahasa Malaysia. Users can select 

any one of the languages from the Language dropdown before logging in to the application. On 

selecting language as Bahasa Malaysia, the application will display all text in local Bahasa 

Malaysia language. 

iii. Select the Entity name with which user has registered from the Entity dropdown list. Enter the 

valid Username and Password in the respective text boxes, and click the <Login> button as 

shown in the screen below:  
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Figure 3: MMSW Login-in Details Page 

iv. The Home Page will be displayed upon successful login.  The Home Page being displayed will 

depend on the login ID and password used by the user. 

Note: When user logs into the application for the first time, system asks user to accept 

the terms and conditions and to change the password 

4.2 Forgot Password 

When a registered stakeholder forgets the password then the below steps can be followed:  

i. On the login page of MMSW, click the Forgot Password? link as shown in the screen below: 

 

Figure 4:  MMSW Forgot Password Page 
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ii. This will display the below screen where the user will need to enter the Username and click the 

<Submit> button: 

 

Figure 5: MMSW Forgot Password Submit Menu  

iii. The user will then receive an email message that in the user’s registered email ID as shown in 

the screen below with the new system-generated password. 

 

Figure 6: Forgot email from MMSW 

iv. The user can then use the login ID with the new password to login to MMSW. 

4.3 Change Password 

It is advisable that the user changes the log in password at regular intervals. To change the password, 

the user should follow the steps mentioned below: 

i. Login into the MMSW application using appropriate login credentials. In the MMSW Home 

Page, click the Welcome → Change Password menu as shown in the figure below: 
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Figure 7: MMSW Change Password Menu 

ii. Change Password screen appears as shown in the figure below: 

 

 

Figure 8: Change Password Screen 

iii. While entering the new password, the user needs to follow the instructions given on the screen. 

iv. Enter the old and new password and click the <Change Password> button. A confirmation 

pop-up appears on the screen saying, “Your password has been changed successfully”.  

v. User will be redirected to login page then needed to login back.   

vi. Henceforth user needs to login with the new password. 

4.4 Logout Procedure 

On clicking the Welcome → Log Out menu, the user will be logged out from the application and the 

Login page will be displayed. 
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Figure 9: Logout Menu 

  



Malaysia Maritime Single Window (MMSW) 
MMSW (Release 2) User Guide Document 
Version 0.1 [23-04-2024]                                                                                  

Page 27 | MMSW (Government Officers) User Guide (UGD)
   

5 SYSTEM INTERFACE 

The following sections will elaborate on the system interfaces available in the MMSW system.  

 

Figure 10: MMSW System Interface 

As seen in the above figure, the screen is divided into 3 parts namely Header, Menu Bar, and Work 

Area. 

5.1 Header 

The Header comprises the topmost row of the screen: 

i. Port: The user can navigate between the Ports using this dropdown menu. 

ii. Mode: The user can navigate between modules using this dropdown menu. 

iii. Branch: Displays the name of the Branch the user belongs to. 

iv. Business Line: The user can switch easily between the Business Lines selected for that 

organization e.g. Shipping Agent etc. Only those Business Lines that were selected by the user 

while registration of a new user will be seen. For more details, refer to the Section 8 - User 

Registration module. 

v. Support: Click this link to access the helpdesk portal. 

vi. Welcome: Displays the name of the user who is logged in the application.  On clicking this link, 

the Change Password and Log Out menus are displayed. 

a. Change Password:  On clicking this link, the Change Password screen is displayed. 

Refer to the Section 4.3 - Change Password section to change the Password. 

b. Log Out: On clicking this link, the user will be logged out from the application, and the 

Login page will be displayed. 

Port 

Mode Branch Business Line Support Welcome 

Menu Bar 

Work Area 

Header 

https://dagangnet-my.sharepoint.com/personal/zulkeflee_dagangnet_com/Documents/FilesOffice/BCG/Projects/Non%20NSW%20Services/MMSW/MMSW_User_Manual_11Jan2024_V3%20Zul.docx#User_Registration
https://dagangnet-my.sharepoint.com/personal/zulkeflee_dagangnet_com/Documents/FilesOffice/BCG/Projects/Non%20NSW%20Services/MMSW/MMSW_User_Manual_11Jan2024_V3%20Zul.docx#User_Registration
https://dagangnet-my.sharepoint.com/personal/zulkeflee_dagangnet_com/Documents/FilesOffice/BCG/Projects/Non%20NSW%20Services/MMSW/MMSW_User_Manual_11Jan2024_V3%20Zul.docx#Change_Password
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5.2 Menu Bar 

Modules are placed in the Menu Bar in a row below the Header as shown in the screen above.  All 

modules under the MMSW can be accessible from this Menu Bar.  The modules available in the MMSW 

Release 1 are Ship Registration and SCN Generation. 

5.3 Work Area 

The Work Area is placed below the Menu Bar. When you select the screen from the Menu Bar, the 

selected screen is displayed in the Work Area. 

5.4 Common Buttons and Icons 

Following are the common buttons and icons used in the MMSW system: 

Table 8: MMSW Common Buttons and Icons 

Button/Icon Description 

 

View 

 

Activate 

 

Update Vessel Details or Update ETA/ETD 

 

Suspend 

/  View Rejection Remarks 

 

Cancel Vessel ID or Cancel SCN 

 Edit 

 

Delete 

 

Add New Row 

 

Delete Row 

 Reset 

 
Role 

 eDocket 
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6 OTHER INTERFACE ELEMENTS 

This section provides details about other interface elements. 

6.1 Mandatory fields 

i. All fields in the application having a dark grey background are mandatory as shown in the 

following figure:  

 

Figure 11: MMSW Screen Mandatory Fields (Highlighted in Dark Colour) 

ii. If you click the <Save> button before capturing information in the mandatory fields, a message 

box or message on top of the screen will be displayed as shown in the below screenshot .  The 

listed messages as per the screenshot below are corresponding to the mandatory fields that 

are not being filled-in when saving the application.  

 

Figure 12: Save Button Pop-up Message when Mandatory Fields not Filled. 
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Figure 13: MMSW System Interface's Error Message 

6.2 Report Generation  

The records available or saved in the MMSW application can be exported to an Excel file format and 

downloaded on the local hard drive in the downloads folder. The <Export To Excel> button is located 

in all the Quick Search screens as shown below:  

 

 

Figure 14: MMSW Button to Export Data to Excel Format 

Click the <Export To Excel> button to export the records to an Excel file format. The Excel file is 

downloaded to the Downloads folder as shown below: 
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6.3 Sort Functionality 

In Quick Search screens, when you click on the column name (highlighted in the following figure), the 

system will display the records in an ascending or descending order as shown below:  

 

Figure 15: MMSW Listing with Sorted Vessel Flag (Ascending) 

 

Figure 16: MMSW Listing with Sorted Vessel Flag (Descending) 

The ascending icon in the column name indicates that records are sorted in ascending order.  

The descending icon in the column name indicates that records are sorted in descending order.  
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7 HOME PAGE 

7.1 System Menu 

The Modules and Sub Modules of the MMSW application are as follows: 

 

Figure 17: MMSW Modules 

The table below explains the modules in MMSW: 

Table 9: MMSW Modules and their Sub-modules 

Mode Modules Description 

Ship Ship Registration Shipping Agents to register the vessels  

SCN Generation Module to apply for the Ship Call Number 

Pre-Arrival Notification 
Module to notify the Port Authority/Marine 

Department Officers on the ship arrival 

Arrival Clearance 
Module to apply for the Ship Clearance during the 

ship arrival  

Departure Clearance 
Module to apply for the Ship Clearance during 

before the ship departure. 

Admin 

Organization Profile 

Update 

View Branches 

Create Branch 

Roles & Rights 
Create  

View 

User Management 
View Users 

Create User 

Master Listing Master Listing 

7.2 Exit System 

To exit from the system the user has to log out. On clicking the Welcome → Log Out menu, the user 

will be logged out from the application and the Login page will be displayed.  
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8 SHIP REGISTRATION MODULE 

The ship must be registered before entering the port with the central authority Marine Department. The 

Marine department will generate a Vessel ID. Vessel ID is valid for all ports in Malaysia. You can 

generate multiple types of Vessel ID's. 

This module allows the Shipping Agent/Marine Department to perform the following operations:  

i. Shipping Agent, to submit the Ship Registration request to the Marine Department.  

ii. Shipping Agent to view vessel Details, update vessel details, suspend vessel temporarily, 

reactivate suspended vessel and cancel Vessel ID. 

iii. Marine Department to Approve/Reject the Ship Registration request.  

iv. Marine Department to Suspend the vessel and reactivate the suspended vessel.  

8.1 Approve/Reject Ship Registration – Port Authority/Marine Department 

➢ Access Path: Ship Registration → Ship Registration 

To Approve the ship registration request, Marine Department Officer has to perform the 

following steps: 

i. Login as Marine Department Officer using the login ID assigned. 

ii. Navigate to Ship Registration → Ship Registration → Pre-Arrival Notification screen. 

iii. Search the record based on SCN number or by using Previous/Next links.  

iv. Click Edit ( ) icon to view the Ship Registration request send by the Shipping Agent. 

 

Figure 18: Ship Registration Status at Marine's Department Screen 

v. Marine Department can edit the record and approve/reject the request as shown below:  
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Figure 19: Ship Registration Approve/Reject Button 

If the vessel is foreign registered, the Vessel ID name will start with the letter “F” 

and for local registered vessel, the Vessel ID will start with the letter “L”. This is 

followed by 2-digit country code where the vessel is registered and 6-digit running 

numbers. 
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Figure 20: Approved Status for Ship Registration Listing (Marine View) 

vi. The approved request will be displayed in the Search screen of the Shipping Agent Login as 

shown below: 

 

Figure 21: Approved Status for Ship Registration Listing (Shipping Agent View) 

vii. If the Ship Registration request is rejected, it can be edited and resend by the Shipping Agent 

to the Marine Department again. 

8.2 Vessel ID Cancellation 

If a vessel is sold, then it is required to cancel the Vessel ID, if someone else wants to register the same 

vessel. Using the old Vessel ID will show previous owner details hence it is required to cancel the Vessel 

ID. 

On cancelling the Vessel ID, the Marine Department is informed of the same. 
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8.3 Vessel ID Suspension – by Marine Department 

Ship Registration requests which are submitted to the Marine Department and have the status Approved 

can be suspended by the Marine Department. 

When the Marine Department suspends the vessel, only he can reactivate. The Shipping Agent cannot 

activate the vessel. The Shipping Agent must contact the Marine department and resolve the issue and 

then activate the vessel again. 

To suspend the vessel, click the Suspend ( ) icon in the screen as shown below: 

 

 

Figure 22: Button to Suspend Vessel ID (by Marine Department) 

To activate suspended vessel, click the Activate ( ) icon in the screen as shown below: 

 

 

Figure 23: Button to Reactivate the Vessel ID (Marine Department) 
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9 E-PAN (PRE-ARRIVAL NOTIFICATION) MODULE 

➢ Access Path: Ship → Pre-Arrival Notification → Pre-Arrival Notification 

This module allows the Shipping Agent/Port Authority/Marine Department to perform the 

following operations: 

i. Shipping Agent, to submit the e-PAN request to the Port Authority or Marine Department. 

(Based on the "Parent Authority" dropdown selection in Admin → Org Profile of respective 

Port/Terminal Operator Login). 

ii. Port Authority or Marine Department to approve/reject the e-PAN request. 

One e-PAN request can be applied for one SCN only. If user tries to create another 

e-PAN request for the same SCN, "SCN already used for other e-PAN request" 

message is displayed. 

9.1  Approve/Reject e-PAN Request – Port Authority/Marine Department 

➢ Access Path: Ship → Pre-Arrival Notification → Pre-Arrival Notification 

To Approve the e-PAN Request Port Authority/Marine Department has to perform the following 

steps: 

v. Login as Port Authority/Marine Department. 

vi. Navigate to Ship → Pre-Arrival Notification → Pre-Arrival Notification screen. 

vii. Search the record based on SCN number or by using Previous/Next links.  

viii. Click Edit ( ) icon to view the e-PAN request send by the Shipping Agent. 

 

Figure 24: Screen to View and Select the ePAN submitted by Shipping Agent 
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ix. Verify the details and Approve/Reject the request by clicking the <Approve> and <Reject> 

buttons respectively as shown below: 

 

Figure 25: Screen on ePAN Details for Approval/Rejection 

x. On clicking the <Approve> button, the following dialog is displayed: 
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Figure 26: Message for Confirmation before ePAN Approval. 

xi. On clicking the <Approve> button in above dialog, the following message is displayed: 

 

Figure 27: Confirmation Message that the ePAN has been Approved. 

xii. Click the <Ok> button. The search screen will be displayed with Approved status as shown 

below: 

 

Figure 28:  Screen on the Listing of the Approved ePAN Applications. 

xiii. If a record is rejected, Shipping Agent can view the record with Resubmit and View Rejection 

Remarks buttons.  

a. By clicking Resubmit button, Shipping Agent can edit the record and resubmit the 

request again to the Port Authority/Marine Department for approval.  

xiv. If record is approved, PAN column in Tracker screen will have Approved ( ) icon. 
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Figure 29: Tracker Screen Showing the Status of ePAN Application. 
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10 ARRIVAL CLEARANCE/FAL MODULE 

➢ Access Path: Ship → Arrival Clearance → FAL 

This module allows the Shipping Agent/Immigration/Port Health to perform the following 

operations: 

i. Shipping Agent, to submit the Arrival Clearance/FAL request to the Immigration and Port 

Health.  

ii.  Immigration and Port Health, to approve/reject the Arrival Clearance/FAL request.  

Only one FAL record can be created for a SCN. If user tries to create another 

FAL request for the same SCN, “SCN already exist” message will be displayed. 

10.1 Approve/Reject Arrival Clearance/FAL Request – Immigration 

The sequence of who will approve the request first is not mandatory. Immigration or Port 

Health anyone can approve the request first. 

➢ Access Path: Ship → Arrival Clearance → FAL 

To approve/reject the Arrival Clearance/FAL Request, Immigration has to perform the following 

steps: 

i. Login as Immigration. 

ii. Navigate to Ship → Arrival Clearance → FAL screen. 

iii. Search the record based on SCN number or by using Previous/Next links.  

iv. The record will be shown with Submitted status in Immigration Login as shown below: 
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Figure 30: Listing of the FAL Submissions Awaiting for Approval 

v. e-Docket ( ) screen shows all the documents uploaded by Shipping Agent while submitting 

the request.  

Documents not supported by browser are showed with greyed ( ) icon. 

 

Figure 31: List of the Documents up-loaded by the Shipping Agent 

vi. Click Edit ( ) icon to view the Arrival Clearance/FAL request send by the Shipping Agent.  
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Figure 32: Details of the FAL Application Submitted by the Shipping Agent 

vii. Immigration will verify all information particularly Crew and Passenger details. 

viii. Immigration can either click the <Approve>, <Physical Inspection> or <Reject> button, and 

approve, physical inspect or reject the request. 

ix. On clicking <Physical Inspection> button, Remarks dialog will be displayed. Enter the 

Remarks and click the <Save> button.  

Vessel will be put on Hold and <Physical Inspection> button will be replaced with 

<Quarantine> button. 

x. After Quarantine, <Quarantine> button will disappear and only <Approve>, <Reject> and 

<Back> buttons will be visible. 

xi. On clicking the <Approve> button the following dialog will be displayed:  

 

Figure 33: Confirmation Message for the FAL Approval 
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xii. On clicking the <Approve> button in the above dialog the record approved successfully 

message will be displayed as shown below: 

 

Figure 34: Message on the Successful Approval by Officer 

xiii. On clicking the <Ok> button record with Local status Approved will be displayed on the search 

page as shown below: 

 

Figure 35: Listing of the FAL Application being Approved by Marine Officer 

xiv. In Immigration Login, two statuses are present in Listing screen, Local Status and Global 

Status. 

• Local Status - Status of action taken by Government agencies.   

• Global Status - Overall request status. 

xv. On rejecting request, FAL request will be sent back to Shipping Agent. Shipping Agent will 

rectify and send it again to approving authorities (i.e. Immigration/Port Health). Accordingly, 

Immigration/Port Health will decide whether to Physical inspect /Quarantine /Approve /Reject.  
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xvi. If request is approved by Immigration, then in Tracker Immigration In icons will show Approved 

( ) icon. 

 

Figure 36: Tracker Showing the Current Status of the FAL Application 

10.2 Approve/Reject Arrival Clearance/FAL Request – Port Health Department 

The sequence of who will approve the request first is not mandatory. Immigration or Port 

Health Officers can approve the request in no particular sequence. 

➢ Access Path: Ship → Arrival Clearance → FAL 

To approve/reject the Arrival Clearance/FAL Request, Port Health has to perform the following 

steps: 

i. Login as Port Health. 

ii. Navigate to Ship → Arrival Clearance → FAL screen. 

iii. Search the record based on SCN number or by using Previous/Next links.  

iv. The record will be displayed with Submitted status in Port Health login as shown below:  
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Figure 37: List of the FAL Requests Awaiting for the Approval 

v. Click Edit ( ) icon to view the Arrival Clearance/FAL request send by the Shipping Agent.  

 

Figure 38: Details of the FAL Requests Awaiting for the Approval 
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vi. Click on the Local Form – PKP Tab as highlighted above. The following screen will be shown 

upon clicking the Local Form – PKP tab. 

 

Figure 39: Details of the FAL Request in the Local Form – PKP. 

Port Health will also follow the same Approve/Physical Inspection/Reject mechanism as 

Immigration.  

But in Local Form - PKP tab, Port Health must select Vessel Status A/B/C. Without selecting 

Vessel Status A/B/C, Port Health can only reject the request. 

• None selected - Only <Reject> button is enabled.  

• On selecting A - Only <Approve> button is enabled.  

• On selecting B - Only <Physical Inspection> and <Reject> buttons are enabled.  

• On selecting C - Only <Physical Inspection> and <Reject> buttons are enabled. 

vii. On selecting Vessel Status B or C, “Quarantine Status” dropdown is displayed for selecting 

“Quarantine Status”. 

viii. On approving request directly, only one Health Certificate is generated as shown below (The 

same can be viewed in e-Docket in Generated Certificates Section). 
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Figure 40: Sample of the Health Certificate Generated by MMSW 

ix. In case Port Health does Physical Inspection or Quarantine and then approves, then in that 

case following two Certificates are generated: 

• Health Certificate  

• Free Pratique Certificate (When Physical Inspection or Quarantine is done this 

certificate is generated after approval) 

 

Figure 41: Sample of the Free Pratique Certificate Generated by MMSW 

x. After Physical Inspection, direct Approval or Reject can be done, or after Physical Inspection, 

Quarantine can be done and then Approve/Reject. 

xi. Vessel Status A/B/C can be selected only first time once and Physical Inspection/Quarantine 

action can be performed. It is disabled after selecting first time and performing action.  
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xii. On approving the request record approved successfully message is displayed as shown 

below: 

 

Figure 42: Confirmation Message on the Approval of the FAL Request by the Port Health 

Officer 

xiii. On clicking the <Ok> button record with Approved Local and Global Status is displayed as 

shown below: 

 

Figure 43: Listing of the FAL Request Approved by Health Officer 

xiv. In Search screen, Remark Summary ( ) icon displays Remarks Summary (e.g. physical 

inspection/quarantine remarks) entered by Immigration, Port Health, and other entities. 

xv. When Global Status is set to "Approved", Departure Clearance can be done. 
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11 DEPARTURE CLEARANCE MODULE 

➢ Access Path: Ship → Departure Clearance → Departure Clearance 

This module allows the Shipping Agent/ Immigration/Marine Department/Customs to perform 

the following operations: 

i. Shipping Agent, to submit the Departure Clearance request to the Immigration/Marine 

Department/Customs. 

ii. Immigration/Marine Department/Customs to approve/reject the Departure Clearance request 

in sequence. 

In Departure Clearance there is sequence in which request is approved. The 

approval sequence is as per the following: First is the approval by the 

Immigration Department, followed by Marine Department and finally by Customs 

Department. 

11.1 Approve/Reject Departure Clearance Request – Immigration Department 

➢ Access Path: Ship → Departure Clearance → Departure Clearance 

To Approve the Departure Clearance Request, Immigration has to perform the following steps:  

i. Login to Immigration account. 

ii. Navigate to Ship → Departure Clearance → Departure Clearance screen. 

iii. Search the record based on SCN number or by using Previous/Next links.  

iv. Record will be displayed with Submitted status as shown below: 

 

Figure 44: Listing of the Departure Request Awaiting Approval by Immigration Officer 
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v. Click the Edit ( ) icon to view the Departure Clearance request send by the Shipping Agent. 

The following screen will be displayed: 

 

Figure 45: Details of the Departure Request Viewed by Immigration Officer 

vi. Verify whether the information is correct. 

vii. Click the <Generate Clearance> button. Generated Clearance successfully message will be 

displayed, and Immigration Clearance certificate will be generated. This certificate is 

displayed only in Immigration account not in any other stakeholders account (not even 

shipping agent). 

 

Figure 46: Confirmation Message on the Generation Clearance by Immigration Officer 
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viii. On clicking the <Ok> button, search screen will be displayed with record status Generated as 

shown below: 

 

Figure 47: Listing of the Vessel with the Clearance Generation being Approved. 

ix. Immigration will be able to download the Clearance Certificate in e-Docket ( ) as shown 

below: 

 

Figure 48: eDocket for the Immigration to Download the Certificate Clearance 

x. The Officer can edit the record from Search screen by clicking the Edit ( ) icon, the officer 

will be asked for signed and stamped Immigration Clearance certificate as shown below:  

 

Figure 49: Screen to Upload the Signed Clearance Certificate  

xi. The officer must download the generated Immigration Clearance certificate from e-Docket (

), take printout, sign, and stamp it and again upload it. 

xii. The officer can approve or reject the request by clicking the <Approve> and <Reject> button 

respectively. 
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xiii. If a request is rejected, it is sent back to the Shipping Agent. Shipping Agent can rectify the 

issues and resend it back to Immigration for Departure Clearance. 

xiv. Immigration can approve the request by clicking the <Approve> button.  

xv. On clicking the <Approve> button, record approved successfully message will be displayed 

as shown below: 

 

Figure 50: Message on the Successful Approval of the Clearance Request 

xvi. On clicking the <Ok> button, search screen will be displayed with Approved status record as 

shown below: 

 

Figure 51: Listing of the Departure Request Approved by Immigration Officer 

11.2 Approve/Reject Departure Clearance Request - Marine Department 

➢ Access Path: Ship → Departure Clearance → Departure Clearance 

After Immigration, the Marine Department is the next approver for Departure Clearance. 

To Approve the Departure Clearance Request, Marine Department has to perform the following 

steps: 

i. Login as Marine Department 

ii. Navigate to Ship → Departure Clearance → Departure Clearance screen. 
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iii. Search the record based on SCN number or by using Previous/Next links. Status of the record 

will be submitted as shown below: 

 

Figure 52: Listing of the Departure Request Awating Approval 

iv. Click Edit ( ) icon to view the Departure Clearance request send by the Shipping Agent. 

The following screen will be displayed: 

 

Figure 53: Details of the Departure Request Awaiting Approval by Marine Officer 
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v. There is a two-step verification process in the Marine Department. The first one is verification 

(to be done by the Verifier) and second one is the Approval process to approve or to reject 

the application (to be done by the Approver).  

vi. The Marine Department assigned for the verification process will verify all information and 

click the <Checked> button. 

vii. Record checked successfully message will be displayed as shown below: 

 

Figure 54: Message on the Confirmation of the Departure Request Checked 

viii. On clicking the <Ok> button, record will be displayed with Checked status in search screen 

as shown below: 

 

Figure 55: List of the Departure Clearance Being Checked by Marine Officer 

ix. Once the application is verified, the Marine Officer with the Approver privilege will need to 

login to the system for the approver process.  

Depending on the arrangement of the operation by the Marine Department, the 

same officer can have both the privileges to do the verification and approval 

processes. 

x. Again, click the Edit ( ) icon in search screen and click the <Approve> button as shown 

below: 
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Figure 56: Details of the Departure Request Awaiting Approval from Marine Officer 

xi. Record approved successfully message will be displayed as shown below: 

 

Figure 57: Confirmation Message on the Approval of the Departure Request 

xii. On clicking the <Ok> button, record will be displayed with approved status in search screen 

as shown below: 
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Figure 58: List of the Departure Request with Approved Status 

xiii. On completing both verification process, a Permission to Sail certificate is generated and 

displayed in e-Docket ( ) as shown below: 

 

Figure 59: eDocket View for Marine Officer to Download the Permission to Sail Cert 

11.3 Approve/Reject Departure Clearance Request – Customs Department 

➢ Access Path: Ship → Departure Clearance → Departure Clearance. 

After the Marine Department, Customs is the next approver for Departure Clearance. 

To Approve the Departure Clearance Request, Customs has to perform the following steps:  

i. Login as Customs. 

ii. Navigate to Ship → Departure Clearance → Departure Clearance screen. 

iii. Search the record based on SCN number or by using Previous/Next links. Status of the record 

will be submitted as shown below: 
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Figure 60: Listing of the Departure Request Awaiting Approval from Customs 

iv. Click the Edit ( ) icon to view the Departure Clearance request send by the Shipping Agent. 

The following screen will be displayed: 

 

Figure 61: Details of the Departure Request Awaiting Approval from Customs 

v. Verify all the information and click the <Approve> or <Reject> button. 



Malaysia Maritime Single Window (MMSW) 
MMSW (Release 2) User Guide Document 
Version 0.1 [23-04-2024]                                                                                  

Page 59 | MMSW (Government Officers) User Guide (UGD)
   

vi. On clicking the <Approve> button, Record approved successfully message is displayed as 

shown below: 

 

Figure 62: Confirmation Message on the Approval of the Departure Request by Customs 

vii. On clicking the <Ok> button, search screen will be displayed with approved status as shown 

below: 

 

Figure 63: Listing of the Departure Request Bring Approved by Customs 

viii. If the request is Rejected, an email notification will be sent to the it will be sent to the Shipping 

Agent. Shipping Agent can rectify the issues and resend the application back to Immigration. 

ix. The application will then be routed to the Marine Department and then to Customs for approval 

(i.e. the entire approval cycle must be repeated). 

x. On approving the request, K10 (Customs No. 10) report will be generated.  Example of the 

K10 generated by MMSW is shown as per the diagram below. 
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Figure 64: Sample of the K10 Form Generated by MMSW 

xi. The K10 will be displayed in e-Docket ( ) as shown below: 
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Figure 65: eDocket View for Customs to Download the K10 Form 

xii. In e-Docket ( ), user can view Permission to Sail and K 10 reports as shown in above 

screenshot. 

xiii. In Shipping Agent Login, status will be shown as Approved and in e-Docket ( ) user can 

view Permission to Sail and K 10 reports. 

xiv. K10 Certificate is valid only for 48 hours after generation by the MMSW. 

xv. If the agent fails to take the vessel out of the Port limits within 48 hours of the K10 generation, 

then this K10 Certificate will become invalid, and the agent needs to re-submit the Departure 

Clearance request to Customs. (No need for Immigration and Marine Department 

checks/approval in this case). 

xvi. Next time while submitting the request Shipping Agent cannot make change in any fields (All 

fields in Departure Clearance will be disabled second time). 

xvii. If next time Customs approves the request, a new K10 certificate will be generated. 

xviii. After 48 hours agent cannot download the K10 certificate. It will be locked after 48 hours.  

xix. K10 certificate is required to be displayed at Port physically for leaving the Port premises.  

xx. The status of record will be shown as Approved in Shipping Login Account. 
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12 ERROR MESSAGES IN MMSW 

The following tables describe the error messages generated by MMSW should the user and the 

activities done by the users that caused the error.  To ease the users to understand the error messages, 

the error messages are divided into the module/sub-modules in MMSW. 

12.1  User Registration Module 

Table 10: Error Messages under User Registration Module 

No Error Message Activity that caused the error 

1 Business Email ID is not in correct 

format for Organization 

Incorrect Business Email ID was entered by the 

user 

2 Phone no. should be numeric.  Only 

(0-9,-,+,()) allowed 

Less than 10 digits of the phone number was 

entered by the user. 

3 ROB/ROC Code already exists ROB/ROC Code which is already exist was 

entered by the user. 

4 Invalid format. Please enter 2 

characters followed by 4 digits. 

Invalid Customs Agent Code was entered. 

5 State name not found. Invalid state name was entered. 

6 City name not found. Invalid city name was entered. 

7 Username Already Exists. Username which was entered is already exist 

when the <Check Availability> button clicked. 

8 Please Select Document The user clicked on <Upload> button without 

selecting document in document section. 

9 1. Please Enter Organization Name. 

2. Please Enter Phone No. 

3. Please Enter Address Line 1. so 

on.... 

The user clicked on <Submit> button without 

filling any fields. 

10 Invalid Captcha. The user entered incorrect Captcha. 

12.2  Branch Creation Sub-Module 

Table 11: Error Messages under Branch Creation Sub-Module 

No Error Message Activity that caused the error 

1 Invalid format. Please enter 2 

characters followed by 4 digits. 

Invalid Customs Agent Code was entered. 

2 Branch's alternate email is not in 

correct format. 

Incorrect Email ID was entered. 
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No Error Message Activity that caused the error 

3 State name not found. Incorrect state name was entered. 

4 City name not found. Incorrect city name was entered. 

5 Username Already Exists. Username which was entered is already exist 

when the <Check Availability> button clicked. 

6 Incorrect Email Id Format. Incorrect Email ID was entered. 

7 1. Branch's email is not in correct 

format.  

2. Branch's alternate email is not in 

correct format. 

The <Create> button was clicked without 

entering any of the field. 

12.3  Roles & Rights Sub-Module 

Table 12: Error Messages under Roles and Rights Sub-Module 

No Error Message Activity that caused the error 

1 1. Please fill role name 

2. Please fill role description 

3. Please select at least one right 

from the list. 

4. Please select at least one sub-

module from list. 

The <Create> button was clicked without 

entering any of the field. 

12.4 Ship Registration Module 

Table 13: Error Messages under Ship Registration Module 

No Error Message Activity that caused the error 

1 Ship is already registered. IMO Number being entered is already exist. 

2 Vessel Flag does not exist. Incorrect Vessel Flag was entered. 

3 Shipping Line/Operator Code Does 

Not Exist. 

Incorrect Shipping Line/Operator Code was 

entered. 

4 Please enter Valid Year of Built. Invalid Year of Built was entered. 

5 Owner Country does not exist. Incorrect owner country was entered. 

6 Owner State does not exist. Incorrect owner state was entered. 

7 Owner City does not exist. Incorrect owner city was entered. 

8 Charterer Country does not exist. Incorrect charterer country was entered. 

9 Charterer State does not exist. Incorrect charterer state was entered. 

10 Charterer City does not exist. Incorrect charterer city was entered. 
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No Error Message Activity that caused the error 

11 Are you sure you want to delete 

details? 

<Delete> icon was clicked after adding two 

rows in repeater of P & I Details. 

12 At least One P&I Details Required. <Delete> icon was clicked without selecting P & 

I Details. 

13 Are you sure you want to delete attach 

documents details? 

<Delete> icon of Attach Documents was 

clicked. 

14 1. Please Upload Ship Registry 

Certificate Document. 

2. Please Select Document Expiry 

Date for Ship Registry Certificate. 

3. Please Upload Tonnage 

Certificate Document. 

4. Please Select Document Expiry 

Date for Tonnage Certificate. 

5. Please Upload Load Line 

Certificate Document. 

6. Please Select Document Expiry 

Date for Load Line Certificate. 

7. Please Upload Class Certificate 

Document. 

8. Please Select Document Expiry 

Date for Class Certificate. 

9. Please Enter Document Title. 

<Add> button of repeater was clicked without 

entering mandatory fields of Attach document. 

15 Maximum 25 rows can be added. <Add> button in repeater is clicked after the 25th 

rows of the attach document. 

16 File Size Should Not Exceed 2MB Attachment document with size greater than 2 

MB was uploaded. 

12.5 SCN Generation Module 

Table 14: Error Messages under SCN Generation Module 

No Error Message Activity that caused the error 

1 Kindly Register the vessel first in Ship 

Registration 

Vessel ID which is submitted but not approved 

yet was entered. 

2 Kindly Register the vessel first in Ship 

Registration 

Inactive Vessel ID was entered. 

3 Vessel ID Is Cancelled Kindly 

Generate a New Vessel ID 

Vessel ID which is being cancelled was entered.   
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No Error Message Activity that caused the error 

4 Invalid Vessel ID Incorrect Vessel ID was entered. 

5 Port Selection Limit Reached Port Name selected exceeds the maximum 

allowed under the Port Authority. 

6 ETD shall be greater than the ETA 

date and time 

ETD less than ETA was entered. 

12.6 Organization Profile Module 

Table 15: Error Messages under Organization Profile Module 

No Error Message Activity that caused the error 

1 Please enter Phone No. for 

Organization 

Phone No was not provided while saving the 

data. 

2 Business Email ID is not in correct 

format for Organization 

Incorrect Business Email ID format was saved. 

3 State name not found. Invalid state name was entered. 

4 City name not found. Invalid city name was entered. 

5 Please Select Document <Upload> button was clicked without selecting 

document in Document Section. 

6 Please Enter Document No. <Upload> button was entered without entering 

NRIC/Passport No. 

7 Please Select Document <Upload> button without was clicked without 

selecting document in Select Document. 

 

-----<End of Document>----- 

This user manual shall be updated as and when required. 


